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Help for this reporf


https://172.31.3.142/ASE/Reports/XReports.aspx?fid=1&fiid=60&tabid=&rid=356
https://172.31.3.142/ASE/Help/CSHelp.aspx?helpid=ReportTypeId_33

Result

Severity 1) High

Status New

Issue B37

Issue Type Unencrypted Login Request

Test URL tip:/7ec2-3-134-158-189.us-easi-2.compute.amazonaws.com:8085/zJPcomplefe/shop/newAccount.shim
Element repeatedPassword

Source File

API

Threat Class Insufficient Transport Layer Protection

Type Application

Severity 1) High

Status New

Issue B39

Issue Type Unencrypted Login Request

Test URL tip:/fec2-3-134-158-189.us-easi-2.compute.amazonaws.com:8085/zJPcomplete/shop/newAccount.shim
Element password

Source File

API

Threat Class Insufficient Transport Layer Protection

Type Application

Severity 0 High

Status New

Issue B4

Issue Type Unencrypted Login Request

Test URL pttp://ec2-3-134-158-189.us-east-2.compute.amazonaws.com:8085/zJPcomplete/shop/signon.shiml
Element password

Source File

API

Threat Class Insufficient Transport Layer Protection

Type Application

Severity 0 High

Status New

Issue B4

Issue Type SQL Injection

Test URL http://ec2-3-134-158-189.us-east-2.compute.amazonaws.com:8085/zJPcomplete/shop/newAccount.shiml
Element validation

Source File

API

Threat Class SQL Injection

Type Application
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https://172.31.3.142/ASE/Reports/AboutThisIssue.aspx?fid=1&fiid=60&tabid=&rid=356&issue_id=837
http://ec2-3-134-158-189.us-east-2.compute.amazonaws.com:8085/zJPcomplete/shop/newAccount.shtml
https://172.31.3.142/ASE/Reports/AboutThisIssue.aspx?fid=1&fiid=60&tabid=&rid=356&issue_id=839
http://ec2-3-134-158-189.us-east-2.compute.amazonaws.com:8085/zJPcomplete/shop/newAccount.shtml
https://172.31.3.142/ASE/Reports/AboutThisIssue.aspx?fid=1&fiid=60&tabid=&rid=356&issue_id=841
http://ec2-3-134-158-189.us-east-2.compute.amazonaws.com:8085/zJPcomplete/shop/signon.shtml
https://172.31.3.142/ASE/Reports/AboutThisIssue.aspx?fid=1&fiid=60&tabid=&rid=356&issue_id=842
http://ec2-3-134-158-189.us-east-2.compute.amazonaws.com:8085/zJPcomplete/shop/newAccount.shtml

Severity 1) High

Status New

Issue B17

Issue Type HTTP PUT Method Site Defacement

Test URL ttp://ec2-3-134-158-189.us-east-Z.compuie.amazonaws.com:8085/zJPcomplete/images/iest page30602.him
Element

Source File

API

Threat Class Insufficient Authentication

Type Infrastructure

Severity 1) High

Status New

Issue BTg

Issue Type HTTP PUT Method Site Defacement

Test URL ttp://ec2-3-134-158-189.us-east-Z.compuie.amazonaws.com:8085/zJPcomplete/test page49563.him
Element

Source File

API

Threat Class Insufficient Authentication

Type Infrastructure

Severity 0 High

Status New

Issue B3

Issue Type HTTP PUT Method Site Defacement

Test URL htip://ec2-3-134-158-189.us-east-2.compute.amazonaws.com:8085/test_page19373.html]
Element

Source File

API

Threat Class Insufficient Authentication

Type Infrastructure

Severity @ Low

Status New

Issue p4d

Issue Type Database Error Pattern Found

Test URL hiip:/fec2-3-134-158-189.us-east-2.compute.amazonaws.com:8085/zJPcomplete/shop/newAccount.shiml
Element validation

Source File

API

Threat Class SQL Injection

Type Application

IBM customers are responsible for ensuring their own compliance with legal requirements. It is the customer's sole responsibility to obtain advice of competent legal counsel as to the identification and interpretation of any relevant

laws and regulatory requirements that may affect the customer's business and any actions the customer may need to take to comply with such laws.
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https://172.31.3.142/ASE/Reports/AboutThisIssue.aspx?fid=1&fiid=60&tabid=&rid=356&issue_id=917
http://ec2-3-134-158-189.us-east-2.compute.amazonaws.com:8085/zJPcomplete/images/test_page30602.html
https://172.31.3.142/ASE/Reports/AboutThisIssue.aspx?fid=1&fiid=60&tabid=&rid=356&issue_id=918
http://ec2-3-134-158-189.us-east-2.compute.amazonaws.com:8085/zJPcomplete/test_page49563.html
https://172.31.3.142/ASE/Reports/AboutThisIssue.aspx?fid=1&fiid=60&tabid=&rid=356&issue_id=919
http://ec2-3-134-158-189.us-east-2.compute.amazonaws.com:8085/test_page19373.html
https://172.31.3.142/ASE/Reports/AboutThisIssue.aspx?fid=1&fiid=60&tabid=&rid=356&issue_id=840
http://ec2-3-134-158-189.us-east-2.compute.amazonaws.com:8085/zJPcomplete/shop/newAccount.shtml

